
www.ierjournal.org                 International Engineering Research Journal (IERJ) Volume 1 Issue 10 Page 1135-1137, 2015, ISSN 2395-1621 

  
 

 

 

  ISSN 2395-1621 

 

Key-Aggregate Cryptosystem for 

Scalable Data Sharing in Cloud      

Storage 
 
#1

Kranti Kamble, 
#2

Namrata Deore , 
#3

Nidhi Lodh , 
#4

Poonam Khamgal  

                                             
 

1krantikamble19@gmail.com 
2namratadeore09@gmail.com 

3nidheelodh@gmail.com 
40611.poonam @gmail.com 

 
                        =1234

 Department of Computer Engineering, ZCOER PUNE. 

 

 

 

 

 

ABSTRACT 

 

ARTICLE INFO 

Data sharing is an important functionality in cloud storage. Inthis article, we show 

how to securely, efficiently, and flexibly share data with others in cloud storage. We 

describe new public-key cryptosystems which produce constant-size ciphertexts such 

that efficient delegation of decryption rights for any set of ciphertexts are possible. 

The novelty is that one can aggregate any set of secret keys and make them as 

compact as a single key, but encompassing the power of all the keys being aggregated. 

In other words, the secret key holder can release a constant-size aggregate key for 

flexible choices of ciphertext set in cloud storage, but the other encrypted files outside 

the set remain confidential. This compact aggregate key can be conveniently sent to 

others or be stored in a smart card with very limited secure storage. We provide 

formal security analysis of our schemes in the standard model. We also describe other 

application of our schemes. In particular, our schemes give the first public-key 

patient-controlled encryption for flexible hierarchy, which was yet to be known. 
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I. INTRODUCTION 

 

Currently we are using cloud for storing various information 

such as video, audio or other information. There are number 

of users who are using cloud service. So our data may be 

leaked to other user or it may be used by cloud provider as 

cloud is curious about data. So We are providing privacy to 

our data using key aggregate cryptosystem.Considering data 

privacy, a traditional way to ensure it is to rely on the server 

to enforce the access control afterauthentication unexpected 

privilege escalation will expose all data. In a shared-tenancy 

cloud computing environment, things become even 

worse.Data sharing is an important functionality in cloud 

storage. For example, bloggers can let their friends view a 

subset of their private pictures; an enterprise may grant her 

employees access to a portion of sensitive data. The 

challenging problem is how to effectively share encrypted 

data. Of course users can download the encrypted data from 

the storage, decrypt them, then send them to others for 

sharing, but it loses the value of cloud storage. Users should 

be able to delegate the access rights of the sharing data to 

others so that they can access these data from the server 

directly. However, finding an efficient and secure way to 

share partial data in cloud storage is not trivial. Below we 

will take Dropbox1 as an example for illustration. 

II. PREVIOUS ARTS 

Cloud storage is gaining popularity recently. In enterprise 

settings, we see the rise in demand for data outsourcing, 

which assists in the strategic management of corporate data. 

It is also used as a core technology behind many online 

services for personal applications.it is easy to apply for free 

accounts for email,photo album, file sharing and/or remote 

access, with storage size more than 25GB (or a few dollars 

for more than 1TB). 
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Considering data privacy, a traditional way to ensure it is to 

rely on the server to enforce the access control after 

authentication, which means any unexpected privilege 

escalation will expose all data. In a shared-tenancy cloud 

computing environment, things become even worse.Data 

from different clients can be hosted on separate virtual 

machines (VMs) but reside on a single physical machine. 

Data in a target VM could be stolen by instantiating another 

VM co-resident with the target one.Data sharing is an 

important functionality in cloud storage. For example, 

bloggers can let their friends view a subset of their private 

pictures; an enterprise may grant her employees access to a 

portion of sensitive data.However, finding an efficient and 

secure way to share partial data in cloud storage is not trivial. 

III. PROPOSED METHOD 

 

A fundamental problem we often study is about leveraging 

the secrecy of a small piece of knowledge into the ability to 

perform cryptographic functions (e.g. encryption, 

authentication) multiple times. In this paper, we study how 

to make a decryption key more powerful in the sense that it 

allows decryption of multiple ciphertexts, without 

increasing its size.We solve the problem by introducing a 

special type of public-key encryption which we call key-

aggregate cryptosystem (KAC). In KAC, users encrypt a 

message not only under a public-key, but also under an 

identifier of ciphertext called class. That means the 

ciphertexts are further categorized into different classes. The 

key owner holds a secret called master-secret key, which 

can be used to extract secret keys for different classes. More 

importantly, the extracted key have can be an aggregate key 

which is as compact as a secret key for a single class,but 

aggregates the power of many such keys, i.e., the decryption 

power for any subset of ciphertext classes. 

We are adding image & video/audio data encryption in the 

system. Also we are using acknowledgment of user for more 

security &assurance that data is accessed by the specific 

people.   

 

 

IV. SYSTEM ARCHITECTURE 

 
 

In this project, we study how to make a decryption key more 

powerful in the sense that it allows decryption of multiple 

cipher texts, without increasing its size. Specifically, our 

aim is to design an efficient public-key encryption scheme 

which  supports flexible delegation in the sense that any 

subset of the ciphertexts (produced by the encryption 

scheme) is decryptable by a constant-size decryption key 

(generated by the owner of the master-secret key). We are 

solving this by introducing a special type of public-key 

encryption which we call key-aggregate cryptosystem 

(KAC). In KAC, users encrypt a message not only under a 

public-key, but also under an identifier of ciphertext called 

class. That means the ciphertexts are further categorized into 

different classes. The key owner holds a master-secret called 

master-secret key, which can be used to extract secret keys 

for different classes. More importantly, the extracted key 

have can be an aggregate  key which is as compact as a 

secret key for a single class ,but aggregates the power of 

many such keys, i.e., the decryption power for any subset of 

ciphertext classes.We are adding image & video/audio data 

encryption in the system. Also we are using 

acknowledgment of user for more security & assurance that 

data is accessed by the specific people. We are providing 

key to user through email for accessing the data. User will 

use that key for decryption of the data. This key is generated 

on the server and provided by to user through email. For 

more security we are using AES Encryption algorithm. AES 

will provide more security to our data. 

       

V. ALGORITHM 

1. KeyExpansions—round keys are derived 

from the cipher key using Rijndael's key 

schedule. AES requires a separate 128-bit 

round key block for each round plus one 

more. 

2. InitialRound 

1. AddRoundKey—each byte of the 

state is combined with a block of the 

round key using bitwise xor. 

3. Rounds 

https://en.wikipedia.org/wiki/Rijndael_key_schedule
https://en.wikipedia.org/wiki/Rijndael_key_schedule
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1. SubBytes—a non-linear substitution 

step where each byte is replaced 

with another according to a lookup 

table. 

2. ShiftRows—a transposition step 

where the last three rows of the state 

are shifted cyclically a certain 

number of steps. 

3. MixColumns—a mixing operation 

which operates on the columns of 

the state, combining the four bytes 

in each column. 

4. AddRoundKey 

4. Final Round (no MixColumns) 

1. SubBytes 

2. ShiftRows 

3. AddRoundKey. 

 

VI. MATHEMATICAL MODEL 

 

Let us consider a set S  

where, S= {U, R, SER, D, Encryption()}  

Here, S: System which includes: U: Set of Users Where U= 

{U1, U2, U3 …, Un}  

SER: Server.  

R: Set of Request. 

Where R= {R1, R2, R3,…….,Rn}. 

 

U1Login()Authenticate() 

If( Login(successfull)) 

 ViewLog() 

Else 

 Login failed 

 

U1 upload()encryption(data) 

User U1 shares key, 

Shares (U1, key) U2(key). 

If ( keymatches) 

 Download() 

Acknowledge (U2)U1. 

Else 

 Get secret key. 

 

VII. ADVANTAGES AND APPLICATIONS 

 

The system is advantageous in perfect secrecy without 

leakage of data. This method helps for secure data transfer. 

Since reserving room before encryption is used the data 

transfer  process becomes easier than previous one. Its 

purpose is to ensure privacy by keeping the information 

hidden from anyone for whom it is not intended. The 

proposed system used in military, banking sectors, 

government sector. This system is applicable for all 

applications where there is a requirement of higher level of 

security. 

VIII. CONCLUSION AND FUTURE WORK 

Hence, from this paper we get idea about how to protect 

users’ data privacy is a central question of cloud storage. 

With more mathematical tools, cryptographic schemes are 

getting more versatile and often involve multiple keys for a 

single application. In this article, we consider how to 

―compress‖ secret keys in public-key cryptosystems which 

support delegation of secret keys for different ciphertext 

classes in cloud storage. No matter which one among the 

power set of classes, the delegate can always get an 

aggregate key of constant size. Our approach is more 

flexible than hierarchical key assignment which can only 

save spaces if all key-holders share a similar set of 

privileges. 

      A limitation in our work is the predefined bound of the 

number of maximum ciphertext classes. In cloud storage, 

the number of ciphertexts usually grows rapidly. So we have 

to reserve enough ciphertext classes for the future extension. 

Otherwise, we need to expand the public-key. Although the 

parameter can be downloaded with ciphertexts, it would be 

better if its size is independent of the maximum number of 

ciphertext classes. 
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